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Cisco Secure Firewall 3120 NGF

= |nterfaces: 8 x 1G RJ-45, 8 x 10G SFP+ (including transceivers)

= Management Port: 1 x 1G RJ-45 dedicated management port

= Form Factor: 1RU rack-mount

= Storage: Minimum 960 GB SSD

= Power Supply: Dual hot-swappable AC power supplies

= Firewall + IPS Throughput: Minimum 21 Gbps

= |Psec VPN Throughput: Minimum 10 Gbps

= Maximum Concurrent Sessions: Minimum 4 million

= Maximum VPN Peers: Minimum 7,000

® Fans: 2 hot-swappable fans

= New Connections per Second: Up to 170,000

= TLS 1.2/1.3 Decryption: Up to 6.7 Gbps

= Deployment Mode: Active/Standby High Availability (HA)

= Software and Licensing:

v Operating System: Cisco Secure Firewall Threat Defense (FTD)

v’ Perpetual Base License: Included with the appliance and
providing firewalling, NAT, routing, application visibility, SSL
VPN, site-to-site VPN, and basic NGFW functionality

v’ Cisco Secure Client (AnyConnect) Perpetual License: Included
and supporting Remote Access VPN functionality

v’ Threat (IPS) Subscription: Intrusion Detection and Prevention
(IDS/IPS), Security Intelligence, file control, and threat
inspection services for a minimum period of three (3) years

v’ Licensing shall support Active/Standby High Availability
deployment and Remote Access VPN

= Support and Maintenance: shall include vendor-authorized
24x7 technical support, software updates and upgrades,
Security Intelligence updates, IPS signature updates and

support and subscription services valid for a minimum period of

three (3) years
® Included Accessories:
= 8 x 10G SFP+ transceivers
= 6 x 2-meter LC-LC fiber patch cords
= 2 x 5-meter LC-LC fiber patch cords
= Warranty: 2 Years

S J1 gl
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Cisco C9350-48HX

= Downlink Ports: 48 x 10GBASE-T multigigabit RJ-45 ports with
backward compatibility for 5G/2.5G/1G/100M speeds (UPOE+)

= PoE / UPOE Support: UPOE+ (IEEE 802.3bt Type 4), up to 90 W
per port, 4320 W total budget

= Uplink / Expansion: C9350-NM modular uplink network
modules

= Management Ports: 1 x 10/100/1000 RJ-45 Management Port,
1 x RJ-45 Console Port, 1 x USB Type-C Console Port, 1 x USB 3.0
Host Port, 1 x USB Type-C Host Port

= Stacking Support: StackWise support up to 1.6 Tbps stacking
bandwidth or higher

= Maximum Stack Size: Up to 8 switches per stack

= Switching Capacity: Up to 1.3 Tbhps

= Forwarding Rate: Up to 3 Bpps

= VLAN Capacity: Up to 4094 VLANSs, 64,000 MAC addresses

= Mounting: Rack rails / brackets

= License: perpetual base license

= |Pv4 Routes: Up to 192,000

= |Pv6 Routes: Up to 96,000

= Memory (RAM): 16 GB DRAM

= Flash Storage: 18 GB Flash

= Power Supply Configuration: 2 or 3 hot-swappable power
supplies in 3 bays

= Cooling: 3 x Field-replaceable fan modules

= |ncluded: All StackWise cables, 4 x SFP+ transceivers, and 4 x 2-
meter fiber patch cords compatible with Cisco Secure Firewall
3120 NGFW

= Warranty: 2-year

S R Gt

Cisco Switch 48Port POE:
Ws-C2960S 48LPS-L Full Giga POE Manageable

Cisco
Switch 48
Port

Cisco Switch 24Port POE:
Ws-C2960x 24LPS-L Full Giga POE Manageable

Cisco
Switch 24
Port
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