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¢ Base Software Package — Premium.
e CPS 250 (cryptographic operations per second).
e LMKx2 (2 domains) license.
e Remote payShield Manager (RMGT) license.
e Legacy Commands License.
* Remote Key Loading / Key Replication (Sync).
¢ 1 years Annual Support & Maintenance (AMC) (24x7) covering both
devices.
¢ Local Master Key (LMK) options — variant and key block.
e Two-factor authentication (2FA) of security officers using smart cards.
Dual control authorization — physical keys or smart cards.
e Strongest security settings implemented by default.
¢ Audit logs with user control over the scope of events recorded.
¢ Dual hot-swappable power supply units and fans standard across all
models.
e Remote management and monitoring options via payShield Manager,
payShield Monitor and payShield Trusted Management Device (TMD).
e Format preserving encryption (FPE) options.
e Multiple LMK options — up to 20 partitions per HSM.
e TCP/IP & UDP (1Gbps) — dual ports.
e Secure Host Communications Management option for TLS authenticated
sessions on Ethernet host port.
e FIPS 140-2 Level 3.
e PCI HSM v3.
* Financial services standards, ISO: 9564, 10118, 11568, 13491, 16609,
ANSI: X3.92, X9.8, X9.9, X9.17, X9.19, X9.24, X9.31, X9.52, X9.97,ASC X9 TR-
31, X9 TG-3/TR-39,APACS 40 & 70.
e Tamper resistant and responsive design
e Sensitive data erased immediately in the event of any tamper attack
Alarm triggers for motion, voltage and temperature.
¢ Cryptographic algorithms: DES and Triple-DES key lengths 112 & 168 bit,
AES key lengths 128, 192 & 256 bit, RSA (up to 4096 bit), HMAC, MD5,
SHA-1, SHA-2.
¢ Education/Capacity Building for 1 participant, including:
e payShield 10K Administration & Operations
¢ Key Management & Security Procedures Workshop
¢ payShield Manager / Remote Management learning

HSM PayShield
10K (Thales)
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